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(57) Abstract: 

PROBLEM TO BE SOLVED: To prevent illegal copying of 
data bousing an illegal device. 

SOLUTION: A management center 110 generates a 
revocation list that describes a device.! D of a device in 
which information to be kept secret is exposed and sends 
the generated revocation list to a data broadcast 
receiver 130 via, e.g. a satellite 120. When the 
revocation list has been received from the management 
center 110, the data broadcast receiver 130 compares the 
device. ID indicated in a received revocation list with a 
deviceJD described in the revocation list in a 
CDT(connected deviceJD table). In the case a deviceJD 
being coincident with the deviceJD described in the 
revocation list in the CDT is detected, the device 
connected via a 1394 bus 11 is informed of the deviceJD. 
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device_ID£, CDT (connected device_ID table) 
ftWLTV^device_ID£&Jfc«U CDTtpid, V 7$Sr— 
is a l/y J* h{^|BSiX"CV^Sdevice_IDi:^Sr**Sdevic 
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<b i:f *. 5 r t £ «mr t -r s it** 6 Kiaattoifttt&a 

3£B 0 

io [ft**io] miz&m^m-z, strews mas 

20 [if**l 2] fifitE^SSlt, IEEE1394^X-efc6r 

40 ^{C*3V^T, 

Sffiaffi,»1f^*!! ; a^BwiglS']#^-&^BiJ#^-7 i -^t 

sjiasm^ ^ ^ 7°T*sit $ tt^BtfiB y ^ h i-iB ^ tit v ^ 
50 ^ikr'~?*mmfa<vnm&mmmizfcm-fz ) &m*7' 
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•y rfh *m-f 5 = > fa y ? m, fcatft-f-S £ t 
15] * i ©tf «WtJ5I^ 3 ©If 

mrnmz- lt*j < $nfcflwa« 3 <omn 

*i«36b©W5ij##«:* Lit y * h srf^*i- 5f^**a 

AtTEft 2 ©tf SB&S^fitt. 

^©eaiis isxmm s *vc v ■» « hue* 3 ©it #*Q: 
me* 1 <Dmm® ! mmm<Dmm&m^mz.£. v mmzn 

1fifci£&mmz£Ztt1gl1&mz.ttl&L.X, mfE*3©tff 

s £ t & tittk t -r s tf ni&a s^* t a 0 
rw*« 16] * 1 (Dmnwm.mm.nmm 3 ©tim^ 

bse* 1 (Dffimf&mmmte. 

SHMtfcLTSK ^<*«f**«fi* ixfcirlEJB 3 ©tf# 

2 ©tf SB&a^g KUtet-rs hhs* ^ s> 7 0 1 *m z. , 
DtrffiSI 2 ©tf fR^aiBf*, 

@ff^©eiH?SSr^- LT«i^£;ft/TV^iiuE* 3 ©tf $8*3; 
BtriEM 1 ©tf #*0 ; a»«©HufEiitt^'^ ?/ :7°i£ J; «9 fltfc 

$ ^huis y * h ^sm-rs stt ^ ^ , 

fitlESff^x y rf\z. J; 9 gtf Six*: flfffB y * h \z. * $ 4x 

mmfrmxT 'y^zzttmmmz-tti&Lx, mmm3 

imxm 17] mi (omnmmmwjbmm 3 ©«$&*& 
ail J; «j $ *t 5 tf^a&a 7 1 a k/b v ^ 

wmm 1 ©it mt&mmmte. 
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y-7°t. 

2 © If dfl S tifft^ ^ v t &m x. » 

mils* 2 ©if #^a^««x 

^©e^ss^r^- Lxmwttstix\< ^mmm 3 ©it 
mmm<Dmm^%mm^- : r~7'/is£ Lriati-rsis 

1 ©tf m&mmmnffimmmx'r -y y mm 
10 £*wti!ufBy ^. h^m-t^m^-T-yy't, 

frfciifff2!SB<j#-s§-x— ^^©flsiBfifigiJs-^t 

©« «*aa^g^Bf #fb7*-^ ^eit-t-^e^^-^ ^ 

20 [000 1] 

^FIEiBfi.tS^— ^©^jE^t°-^rB5Ui-rsr t 
*ST?#*±5J£Ufc, tf«^aiB*3J:t)«^-&, 1*48*1 

[0 0 0 2] 

^ifeif©m^^^> ^Jx.«IEEE1394^^. («T, 
1394^^.i:^-rs) ^^©tei^BSSr^LTleaitcSigE 
30 L, «2©MTr7 f -^Sr«St-*-5;:f:**-C*5J:5^-*- 

[0 0 0 3] |SI9}4, J Er©J:5JS:«»ffliv'^fAoi 

ir-T-So ^©Mi^*3V^■r«, 1394^^. 1 l ^ LTDVD 
(Digital Video Disk) y-^-/U=i >- 1° 

40 [0 0 0 4] m 1 Ote, r©f^©DVD7°U— V 1 , s<— 
Vt/p3yfa-?2, *5J;T^*^^7=V-^^3ge3© 
F*3gP©J: 9l¥*B^1ffiK^!l«r*LT^So DVD^U—Vl 
f*. 1394-f^^7j: — ^ (I/F) 2 6Sr^-LT, 1394 
1 1 (-^ignS^T^So CPU 2 1 « x R0M2 2 (i|Ett 
$iX-CV>S7 P n^7A(^o-C'S-«©*!! ! a^^fTU, RA 
M2 3«\ CPU 2 1 ^^-Sro^aSr^^-rSJi^iJV^Ti^ 

50 f^fE-rsm-^-SrttJ^J-f-So K7^/z 5tt, 




(4) 



DVD iff 4*9} SrffiKlU ^fclBSSHTV^f*— 
*&H£i-£J:5i-*£frTV^ 0 EEPROM (electrical 
ly erasable programmable ROM) 2 7 ^M<Z>WM.$T 

? m. h tBts-r s i&s^ & s ff m ttmmir s x 5 ^ * s n 

[0 0 0 5] 3te««-r>f *^3£(B3f*, CPU 3 1 nmfo 
&s<*3 8^fUV^ 0 r^^H LfcDVD^U 
—V 1 fcl*3#5CPU2 1 75^rt^<^ 2 8 £H«<z>«ffi 

7^/3 5^ m^^ytmwr4*9^mmi^, zz. 

[0 0 0 6] y^/V^i/t°=L — ^ 2ti, 13944^9 
y^— ;*4 9S:^bT1394^^ 1 1 t^SaRSiVCl^o 
CPU 4 1 te, R0M4 2{C:|Sti$^rV^5^ ^, P^^i^^C:^^o 

■c#a<z>«a ; as:Sifift'So ram 4 3(d^ N cpu4 ias#« 

7*4*9 (HDD) 4 7«J^t*J^ CPU 4 1 * 

1)f\-tZ>Z.bfrX+%& X 5\Z.ftt$tlX^Z>o EEPROM 5 0 M 

X 0 Kl&£tt/CV^<5 0 fiflJAtf^ PCI (Peripheral Compone 
nt Interconnect), P — ;*//W*;*# b*fc X 9^J$£;ft,5 

rt^* 5 i te. r ixe>^#«B5Sr*a5:^ffiitti"5 <t 5 30 

[0 0 0 7] **s, ^<Dfa$V>s<*5 1 ft, IfM^fL 

A£rffr#LT. CPU4 1 jr>f /vi-snirT?, 

[0 0 0 8] r^»LT, DVD^U— ir 1^3fc«*l^ 
-<^^Kt3i^^y^-vxi/^ hnr:^7 (C 
E) a£Bfc*3V^tt\ rt«B^^2 8^rt»/^3 8tt, 40 

[0 0 0 9] &±<Vmf$<Di/XTMC#i\,^X, 09*. tf, 

S£\ DVDT'V— 1 DVD iff 4*9) frhWtZf-h^ 
fcttHlT*— ^S:. 1394^;* 1 1 ^^tTi/Tgilifif 

[0010] tr^>r% ^(^t^. SfeHT*— #*r-?:<Z5* 50 
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nrtBttdSfcSo tut, SfMBKoKS (HT, rcoJ:5 
*S£H«rV — * (source) hfatZ>) tefem-TZy 1 — ? 

36«Sr^^^ (sink) M\ tixSHfcSrJflv^ 

[OOlllKTi^ y—^bi/i/? bcomxftfrfrZ 
eBE«!fffi^ov^rRM-r5o ^©BBEfeatt. Hi 1M 
7^1" i: 5 y— LT<£>, ^il^fiDVD^v— 1 OR 
0M2 2i^^iBti^nrv^y^ h^^T^fT^j^to 

1 oir LT<£>yr — J^V^T 2 0 ^y^^Lt^), 
0i]itf/^yt^^yt°a-^2<7)ROM4 2fclfEtt£;h/ 
T*5<9, CPU4 1 Mt5V7 ^T^n^7^<D 

[0 0 12] y — * (DVD^l/— if 1 ) t , 

v->-^ y-Jvl^a — ^ 2) ^ODP^&^TfT 

;b;h,5BIE<Z>4MIIB«:*LTV^ 0 DVD>^U— Y 1 COEEPRO 
M2 7fU3\ f*— \f**~ (service_key) (has 

h) as^»iB«s*LTv^o ittfettv^ftfceai-t-s 

* WtBr-^) <Z>*f1Mt#a>£>, r^DVD^w— 
■^i ^^^-^(-^x.^tv^tco-efc^. if«, EE 

PROM 2 7t^ Zth&m&MK&WL'Xi3< ^tfcSo 

[0013] it;**-mu *fP«#3W»«rs«« 

S^#XLf>tt5tC0T'fe«9. r. CO 1394/^ 1 1 T^^c^ 
^^v^r^C^v^, ^ii<7)t»^T*$>5o hashffl^: 
r£Scg<7>A^^LT. 64^ h*fcttl 2 8 tr 

( = hash (x) ) fetbfci*. x^5rW5 

fflUi-CfctK ^o. hash (xl) =hash (x2) 
xii, x 2oaSr*»s::i:'t>HIBi*aBB»"Cfc 

So l^rpJhashBaftOftSW^t^t tt, MDS^SHA 
^^^^ttTV>^ 0 ~<d l^|SJhash|i8«{^:ov^Ttt. 

Bruce Schneier^CO TApplied Cryptography (Second Ed 
ition),WileyJ b < fiffft $ tuTV^S 0 

[0 0 14] — -ft, t LTC0«X.tf^— y^/V=i 

@*^«SU## (device_ID : UT. ID^W&fE-T 
S) b^sf-t^**— (license_key) Sr, EEPROM 5 0 

5/ h^IDirmlfy hco^— — ^iS^LT#fcn + 

mt'^ hOf u ^ (ID || service_key) (C^fLT, has 

hmm&mm^xmbtiz>mxhz> 0 ^^ir 

>-^^r— tt?JcS;t?^Six5o licence_key=hash(ID || s 
ervice_key) 

[0 0 15] IDb LTIi, 0iJx.tfl394/-<^ 1 1 <0«»J- 




_unique_ID&r$Jl' > *<5 ^1 1 ffi X if S 0 
^<£>node_unique_IDf3:, Ml 2 \Z.7j<i~ & 0 \Z ^ S^<^f h 
(6 4 tTy h) -C«J*S*U **DC9 3^ M3\ IEEET* 

S Q TffiS^htt, *-*S, 

t>CDT*£>S 0 — tt, 0S*.*iTffi5/<-T M£*tb 

Tv-yT/W^ l ^fc l <B<z>#-S§-«rS( 9 ST5J:5I- 

fbi-S ( JcO#-^i:^oTV^node_unique_IDOf^^^r 10 
SW\ fit, *C0Tte5^>T M-OV^I £Klfi<Z> 
#-5§-Sr»l9 STS£ 5*-i-5 0 ££oT. rc£>node_uniqu 

[0 0 16] ^r^/s l {r&^T, dvd^u— 

iT ltD^r— A!)i72 Ote, 1394>f ^ ;7^— 2 6 

(^^^irv^-^^— v?^ 6 2 ^ry^S 2 t^*3V^ 

riZ>ID<Dff*SrSfii"So 1394^:/^:7 20 

J* 4 9 te, 1394^^ 1 1 bTDVD^U— Y 1 fa 

U4 1 ^ffi^t^o CPU 4 1 <Dysf1zl/X-?* — i?*r 6 2 

PROM 5 0{j:|E«**xTV^lDS:SK*UL. ^iix^l394-r 
ls9 7^ — X4 9Sr^LT1394^^ 1 lfabdW^U— 

ir i ^fiiHi-So 

[0 0 1 7] DVD^W— -Yl {^*3V^Ttt, ^^iy^S4 
T% 1394-f >-9 7^ — X2 # 
2^ei££;ftfclD£gtt&S £ <£>IDf3:CPU 2 l -c 30 
Wi^X^^^r—^^T 2 0 *l5 0 

[00 18] 77-^!?x720lt ^T5//S5l^ 

EEPR0M2 7^iatS*lxTV^51^— bf^^r — SriftlSb 
ig*^— ^ (ID || service_key) Sr^fifcU 
7-^(^Lt, »:S;^*-t-J:5{-hashBi»S:igfflL 
T\ lkSrdfejfc-rSo 
lk = hash (ID || service_key) 

[0 0 1 9] fttH, ^r^S 6(^*5V^T. 7T~ 
x7 2 0ft »t#«skSr^^5 0 rc^Hf-^iskfi, ir 40 

Ltdvd^i — Y i y-jvi^^t* 
~— * 2c^*j^^ p i^^c:*5V^T*ii^3:fIJffl$i^So 

[0 0 2 0] #C|^ ^xs/y^S 7t£*5V^T* A!? 

^filt^o **5, Enc (A, B) 
e =Enc (lk, sk) 50 
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[0 0 2 1] 7T5/^S8T\ 7r-A|)x72 

-Tvi^^t^— ^ 2 ^e^i-6o i-*fc*>, roopf^b 

f-^eft DVD^l*"— t 1 ^1394-f >^^^^— ^2 6 
^?>1394^^ 1 1 £r:fr It^-yt^^^tfa.^^ 2M 
fei££*tS 0 y-JVl^ixfcTa.— 9 2\Z-$$\^X\%, * 
7^/S9t% ^<DVg^k'r — 9 e £rl394^r y^7x- 
^4 9^LT§fgf^ 0 5*f -fe^*-^* — ^ 6 2 
tt> ^1(Z> J; 5 J- bTgff bfcfflF-SHbf*— 9 e &EEPR0M5 
0fc:iEti£;hrC^Sy^ir^;*^-£®£ ITffl^T, 
&^f^t-£5«g-5§-U tt#tfek , «r£/*i-S 0 
*3. Dec (A, B) tt, *ii«»t^at?«A 

sk' =Dec (license_key, e ) 

[0022] #33, ^ vy&mmm^rJj^-tert 5 0t -^-ft 

07^!JXAJ:Utt, DES (Data Encryption St 
andard : ^Bt*— ^l«^b*a») ^^n^^r^^) 0 #ii 
iiPt-^ft*S^OV^T^>, Jijfibfc. Applied Cryptogr 
aphy (Second Edi tion) tC|^L< fj$ fft § *XT V ^S 0 

[0023] dvd^u— ir 1 ^-^v^x, ^^y^s 5-e 

S^r— lkfi. X— y^/U3i^t°^ — 9 2OEEPR0M 
5 0 i^IBIg^tvTl/^ (license_key) tm~ <D\Uh^ 
So i*^«if§ o 
1 k = 1 i cense_key 
[0 0 2 4] Sot, ^Vt/Vay^a-? 2(^^oV^ 
^fif^S 1 LTSfc^-sk'tt, DVD^U 

sk' = s k 

[0 0 2 5] Z.<D£oiZ. x DVD^lz-tl (V — 

i^ , -yt/i'3yfa^2 (v->-^) coi^^t-^v^ 

ra— ^«sk, sk'Sr#*i-sri:^t?**o 
T% r<^»skSr*0**l»#«t bTfflV^S^ 

[0 0 2 6] ^Ir^^-te, _ba!b^J: pic, 

^S-5v ^T4S * tbT v > S OT% «i<D3fittdSsk* fctt s 
k'Srdfert-rsrttt-Cfrftv^ ^fe, *fP«#d*feB«> 

T\ skfcS^^sk' S:4j*t5- kti*-V£t£\t\ 
T, fO^DVD^U— ir 1 ^m-^Msk^m^^xn±'r — 
9 SrBt^fc: tt^- y t;i^3 ^ e 0 ^. — 9 2 (^e^ b/c^ 
s<— y-r/u^^t 0 ^ — 9 2&miE{cy4'te>'X*— 
&nt-h<DX~foZ>m^\^, 0t-^«isk , ^rWbTV^Sco 
T\ DVD^U— Yl XVfcmtSftXZfz, m^rfcZtlT 

yt;^yt^- 2dSigiE*fc^t?*v^ 
«F#ltsk'Sr#bTVN4v^-e, fcmztixztim 
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ftS-TtLtf, MiE*3S««»t36S*a«>l»^»sk f sk' £r 
[0 0 2 7] 1 Vt^^yfa-? 2<^)7 

— tPdS, Wf-SHfclT*— * e i:»*#«skS:^i: t^OoTL 10 
*ofc± 5 i:***.*,, r$>»3\ e tt. ¥ 

;£sk£r. |ilk^Bt#{t;LfeBt-&3CT&S(0"e, m^-T/ls 

[0 0 2 9] ^FIE^-1f^J:5rcoffi^^4r N 

— /Rt^HHir-r fcBHfcfc: LT*5 <rt ^T*£ So 
[0 0 3 0] *fci3:[RHiH^ license_key#>£>. service 

, hashR8ifc<£>-gP£ fc^XS:— J-ffi* 

[0 0 3 1] Bi4tt, y — 7 (Dvoyv— i ) 

[0 0 3 2] r<£>^-£\ ^ltLT^A-yt/Va 
^Ifa — y 2^>EEPR0M5 0 Mte, IDtUTIDldS, * 
fc* <t LTlicense_key 1 j&SBatt Sift/XT 

*3«9. v->-y 2 £ Lt^M^fV^^Si3 M*5^T 30 
EEPR0M3 7CI, ID£LTID2i&S % 7-f-fer^y 
t LTlicense_key2dSf5tK**uTV^So 

[o o 3 3] DVDy°u— r i (y— 7) h^—y^rn-^ 
^\?=l — #2 (v">-yi) <Dffl\zjo\,^xft£>th%>7'r)y 
/SI lM^T^7 e S2 0OM^ Ell 2 dSotfS 

^fy^s l^y^ys i oco&mtmK&o^mm 

[0 0 3 4] i"*to*>, Lfc<fc DVDy"U 

£tT9o ^LT^C, 1(^V^, DVDy" 40 

iritt, 7fea^V^^^B3t^^-LT, ID^rS* 

2"C1394>f >-yy^ — J* 3 6 Sr^Us - <£>ID^5fc{f -S§- 
^ft^tl^i:, ^^77^^x7 3 0 (HIl 8) 

^fy/S 2 3"CEEPR0M3 7 ClfBti * *b"CV^5 ID 
(ID2) Sr^c^fcHU r*L&1394^ V^y^c— 73 6fr 

1394/^^ 1 1 ^LTDVDy 0 ^— ^1 l^^i~^o D 
VD/V— ^ 1 <£>y 7— A^72 0*2, 4 

1394^ y^7x- y 2 6 r<£>lD2 
StSt, ^T5/7 P S2 5T\ &5&&»fe«lk2«:£j£"t- 50 
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lk2=hash (ID 2 || service_key) 
[0 0 3 5] SfeK, 77- ^?^720fj:, 7 7~ V? 
S 2 6t^If L, y^iyy^S 1 6-e^j*Lfc«sk 
Sr. ^ry/S 2 5T£j*Lfc«lk2*fflv^lif-5Mfc; 
U Rff-^ffcL/tT*— 9 e 2S:4tfiKi-5o e 2 =Enc (lk 
2, sk) 

[0 0 3 6] -fcLT* ^7^/S2 7T\ 
7 2 0lt r^BS-g-ibT*— 9 e 2£rl394-f y^7x- y 

2 6^b 1394-/^ 1 1 £r;fr LTJtfltStT* * ^ 3£E 3 ^ 

[0 0 3 7] «SfV^^£l3 fcSSV^Tte, 7T*y 
^S2 8T\ 1394-T^y 7x- ^3 6^Ltr^lf|§- 
flST*— * e 2£r§;{f U ^r^7°S2 9t\ acSCSriftJ* 
LTU£-S§^sk2' Srifert-fS 0 
sk 2 * =Dec (license_key 2 , e 2) 

[0 0 3 8] JW±t£>J:5(-LT. y^/i^^t*^ — 
^ 2 t5t^7 i V^y^g3cD•?:^^-?^^^t3V^T, 
«skl* , sk2' ^fcnfc££fc*£ 0 rtbfe^ffi 

(3, DVDXU— V 1 i-*5tt^Sf-§^isk^|^ — (DfiiJfeo 
[0 0 3 9] IE! 1 4 O^S0>Ji-*5V^T(i. DVDy°l/— ^ 

ias, vt/^^ytv- ^ 2 i:, 

[0 0 4 0] -ftet>*h^ mi 5<^>^af3S09^^:*3v^Ttt, ^ 
f^/s4it\ y— y ^ LT^DVDyv— v 1 ^ 

XtDisls? (C(DM<om^, /N°-yt/i/=iyi:^-^2 
t»^^^i!3) te»LTlRl«a«-CIDS:l!* 
t^o yt/^^ ytV-^ 2 kftmWr^ 7?%tW: 
3fi, j etlf^f^7 P S4 2i:^r^7 P S4 3t% r. 

4 4*^fi^T-^y°S 4 5T% EEPR0M5 0 £ t^EEPROM 

3 7i^l2lg$tvTV^IDl ^fctiID2^gc^mb, m 

^DVDy^u-ir i Kteat-rso dvd^u— tut y^^y 
mi- So 

[0 0 4 1 ] DVDXU— ^ 1 (c:^oV^T^i. ^ib(-^7^y 
7 B S4 8T% »:S;d*e5P»#«lkl Sr^-TSo 
lkl=hash (ID 1 || service_key) 

[0 0 4 2] ZblZ., ^fy/S4 9|Cj3V^, 
b»t-&«lk2^riJSnSo 
lk2=hash (ID 2 || service_key) 

[o o 4 3] DVDyv— i iw*5v>rti, ££>i-^xix 
^r^-r<t5i-. wp*»skds, miki^mti^x^ 

e 1 =Enc (lk 1 , sk) 



(7) 
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So 

e 2 =Enc (Ik 2, sk) 

[0 0 4 5] £ hl^s 5 3 t^^Ttt:, ID 

1, el, ID2, e 2 tfS, ^fo^Wtk&X'Tjk'tX 5 Kit 

e =ID1 || el || ID 2 || e 2 
[0 0 4 6] DVD^l^— -V 1 f-ifc^Tte:, £ h\^^T y 

[0047] y-y/v^i/Y?^-- ? 2 t^tm%f^ ^ 

^^g3{-*5V^T^. -ttb-^tb^X^^S 5 7&fzteX 

gtskl' , sk2' ^^tlSo 
sk 1 ' —Dec (license_key 1 , el) 
sk 2 ' —Dec (license_key 2 , e 2) 
[004 8] l-D<D-»^^^m<0^—\f^ 

/VnytV- ^ 2 fi, ffi^O^-^ir >^^r— (license_ 
keyl, license_key 2, license_key 3 & if) &TEEPR0M 

5 ocifetiL-c^So y— *t \^x<omuzfu— y i 

te, -?:^EEPR0M2 7 i^lf^f- 1*^^— (service_ke 
y 1 , service_key 2 , service_key 3 if) £rfStlc LT 

i^S 0 rco^£\ dvd^v— irite, ^r^^ssit* 

t LT^yt/^yt'a-^ 2{£*tLTID£' 

DVD^w-ir l 2^ £*Lj&>fcteaiLJ: 5 

■fci-5«« (f— ^) ^taSfJ-rSservice.ID&te^-r 
S 0 y^^^fa— ^ 2^*3V^li, -X^^S 

82X\ rtb^rSffL^^ # s EEPR0M5 OfcSattSHT 
V ^StSftfl? 9 >f "fe >^ — h . - CDservice_IDM 
#JS^£fctf>«r8iRU rtbSrffl^T* ^ry^S9 0 
"Ctt^aaSrfT^o tottciffli, Ell ifc*stt5» 

[0 04 9] Bl7lt SbWffi^toffiMSr^L-t^ 
So :icDMf-*^Tf3\ y— ^ £ LT^DVD^W- V 1 
3&S> - : £<£>EEPR0M2 7 service_key, hashgSSu 33 <£ 
0 ^ ^^L^^M^pRNG?:IB^gbrv^So £*t&M\ « 

So £ Ut©/^ y-Jvi^^lfa.— ^ 2<D 

EEPR0M5 Ofcttu mWm%frh$-7LhtlfrI^ LK, L 

So 

[0 0 5 0] LKte. *fP«t#^fi8Lfc^.=. — ^fta* 
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So 

LK'=G^-1 (R) 

R=pRNG (H) ( + ) pRNG (LK) 

H = hash (ID || service_key) 

[0 0 5 1] **5, G~-l ("tt-<#«S:jft*i"S) 

10 i^So £©<fc5*Blft£ LTB\ ^BB«»t#^fflv^ix 
^siHfc&fijJB-rs r t *s-e# S 0 
[0 0 5 2] *«a*#£H#W\ ^-K**T 

t LT12ttS J: b (--TS r £ ^ftE^fcSo 
[0 0 5 3] DVD^W- Y 1 <Z>^r— J**>^T 2 0 f3\ 

S^jm^^^s i o 1 kssv^t, y^/i^^tr*. 

— 9 2<D=7 4 J kl/^'**—-Jy 6 2 {^bTIDSrS*-*- 
S 0 ^yt;i^=iyt 0 a-^ 2©7^ty^v^-v ; t 

6 2te\ ^r^y/S 1 0 2-clDg#«^S:g#&5£:, 
EEPR0M5 0 ^IStSSHTV^S ID^rSc^ttl *Ty*?S 

20 1 0 3 T\ rtb^rDVD^U— ir 1 ^fiit5 0 DVD^lx— 
f l<Z)7r^!>x720^ 7f^^S104t:(D 
ID£rStf&S<^ 7f5/^S10 5t»iSt5 o 
H=hash (ID || service_key) 

[0 0 5 4] $ hfc, ^9^7201^ ^*ry-f 

S 1 0 6-T?«skS:^U ^xty^S 1 0 7t*^S 

*t5o 

e =sk ( + ) pRNG (H) 

[0 0 5 5] 3fc*3, A ( + ) A i: B ©SNffllWBfta 

30 [0 0 5 6] i"*fc>fe, »fa?^^A38^— pRNGid^ 
fy/S 1 0 5t#«)fcHS:A*tS- kxmbthfz.1& 
pRNG (H) ^^^S 1 0 6T?^J*bfcJisk^ 

fb-rso 

[0 0 5 7] ^feir, 7r^/si0 8t\ -A^^c 

7 2 0lt e &s<—y~r/\s^^x°~ — 9 2i^>g^-rSo 
[0 0 5 8] y^-/u^i^t°zL^ 9 2(cijov>rfi. ^ 

Try^S 1 0 ^fy^S 110T\ 

40 sk' = e ( + ) G (LK') ( + ) pRNG (LK) 

[0 0 5 9] ~tf£t>h, DVD^U— V l^feeSIStLT 
_*fce, EEPR0M5 O^ffittStl/Tl/^SIilSfcGf^ -^tt 9 
EEPR0M5 0 ^^f^ti$t^rv^SLK , ^rigffl LTftbixSffi: 
G (LK') , EEPROM 5 0 (CfStS $ tlX V ^ S LK' 

^tt9EEPR0M5Oic:fB«Sixrv^Ji6fiia»**Bi 

*pRNG^jgfflbr»feixSte*pRNG (LK) 
fP*^»L. «isk'£^So 

[0 0 6 0] ^ rr% #:^{^-t£ o ^ N sk-sk' 

So 

50 



(8) 
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sk* = e ( + ) G (LK') ( + ) 
= sk ( + ) pRNG (H) 
= sk ( + ) pRNG (H) 
) pRNG (LK) 
= sk 

[0 0 6 1] ^<D£ 9 i-LT, y — X t bTODVDy'V 
— -VI iv'V^ i: Lt(7)/^ y^/i^n >-t:°rL — ^ 2f3, 

[0062] ^±(^*3^-cfi, y — ^ £ v- m*3v v-c 

&*J^1-5iftlWS&5 0 Ell 2J^*i-J:5^ 

^g-Ty'y i/a V^S6 1 t i? y;*-^— v?^ 6 2 
fc(DfHl£*5Vvtt>, jtJ6bfcJ:5l^ »E«!f3KSrfT5J: 

t6 2^y^i^?), 7/y^-V3yS6 U5^yy 

[0 0 6 3] EJLL<£>J:5J-b-{\ KffiE^RiPttfc 

[0 0 6 4] His fc:*-r J: 5 id, dvd^u— ir l . & 

^^v-^ ^ ^| J ^r§:^ ^T v^^^ / ^Bi-*3V^T^^, 1394^;* 

1 1 **LTgSSh5f--^©litf<k4:a^«!!i 
ft* -tJx-^ixl394>f ^2 6*fcttl394>f ^ 

2y Va S fcB#£3r— i WflVMbttS;^ -©-fey 

S£P#3E*— i (jE*»£K^ fl*S*— i «r£ 
|*>5fc«><Z>**- i ' ) fc\ ^^77^9x72 
04feli7r^!?s73 0^5), 1394-f y„c— ^ 

2 6*fcttl394-f ^^y^ — ^3 6fc#W&£*b5o 

v-a var-Ste. ^fflfifc LTfflV^n«*DSBfi^— Ss 

M\ ±a$bfcBBEfc*5V^T^SixfcBSP#«sk (=s 

k') (Dm^co^^ hWc(D±{i\f^ h tT&^^y h\cX 
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pRNG (LK) 
( + ) R ( + ) pRNG (LK) 
( + ) pRNG (H) ( + ) pRNG (LK) 



( + 



[0 0 6 5] V>$, y — ^ bTCODVDy°U — "V 1 
S^a^bfcWtfife^— ^4:1394^^ 1 l^r^LT^ta^: 
io y 5 ^^^ KB 3 tx- y^-/i^3 ytv- ^ 2t£ea!U 

; ^:tb-? f ^^^-*3v^T^-^-r5^>c^i-r^ 0 r<z>©£\ dvd 

y°lx— Y 1 Mfcl^Tte. 1394-f y^7x-7 2 6 M*5l^ 
T, t^Va S £Wf2E*— i «rffll/^TRt^t;^a 

&ftt>tlZ 0 »^^^il3«l/^lt 1394>T 

y^:7 zc— ;* 3 6 tr:^3V>r. -feiyVa s tHSaE^- 
[0 0 6 6] rtut^LT. s<— y-r;v^iy\i^ — # 2 

— i %&f$~tZ>ti£>(D*— i ' ) £rl394-f ^^^^c— ^ 

49 (y^ss#) ^3&i-£ 0 ^tt, i394>r^^y 
<^m^£^y=->m, 77 e y^^3ySfP6ii^v^ 

s) £fflV^«^2SfT;bJh,5o 
[0 0 6 7] rcoJ:5i-^ y^yi-^ — ^ 2 

30 "C, 1394-Y V^y^c — ^4 9^<t V f& 1 &flg<Dfe^1£Vf 
[0 0 6 8] 

40 — ^my^T y ^^^fir&d^teadsitesn, -^co 
»«ii:33VN"c««afc«» bras 

[0 0 6 9] **Mtt^^J:5*«a^«*T*$tbfc 

*><Z>TNfc9, 8f*a^«« c bT*3<'<#'W«dSBISLfc 

S^fi^^:»bT7 f -#^ealS:^Tto*v^J;5fcU J:^^ 
[0 0 7 0] 
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< fc0f&*£*bfcy.* hSr, tjlojlNRMSlo 5 *>> ft 

i com WLmmmmsufaom 2 cotffBQfS^Bi-tiffc-rs 

[0071] ^mAicmmmm^m-m^mi. m<om 
mmmmm<n?ib. m^mm l §L.xjs<-<%mmm 
astute* 1 <omwe&&m<ow»m&#tR£tiit v * 

asset*©* 2 (Dmnmmmm^mm-r^mm^ ? •? 

[0 0 7 2] M*«5|£ett08KKtt#|* % «W>ttf*» 

^•rs^^^y^i, ffr^xs^T-ffr^ttfcy 

;* h 5 *>. s? 1 ©tffs&ase 

5 3 V fcTa. — * ^7 a SrStti" 5 r. k £ 

[0073] iz.mm(offiw&mmm}-z. mom 
m^mmm^mm^mmwr'-y^t bTistt-t- 

[0074] 1 3 ttssm<onm«^i^t±. m© 

sit i- sait^r^/i^ gm* ^ s/ .^-egm £ y 
*ry?k. ^m^v^\^n^\km.^mz.n^x, 

[0 0 7 5] if #g l 4 i::flBtt©«ftlKflett« 4fe©tiF« 

&aSfi©^9J#^£i£9J#^x— LTgEtrrs 

**bfcttp««a«ft«©»9J»#-**fB**i.fcy^ 

fk^— 9 ^<&<Dmm^mmm^m-r z>&m*T v?k 
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k-tZo 

[00 76] !f #>g 1 5 JifEScWtitfS&S^x-Mi, 

srm*-*-* f^rii*a^j:9^fi!E*tt*:y^ 

3©*«Wafflag|tto«S«J#-§-S:»B'J»-S-9 L -^'A'i: Lt 
Srflia.3 r. k ItW&k-t&o 

[0077] tffjfcig 1 6 izmffi(omm*&mjjmx. m 1 

20 fstrr&fttitx^yft. f^^^s/^-c^s^fcy^ 

■5^3 cots «*aagfi^s'j#-§-&^'j#^-7 i -^i: 
#t^^ «/ ^fc* v ^x ^ y ^ k Srsm-r 5 aft* 
^ swarm* tsttx^ ^ ^laitSixfcWJS-s^ 

r k£&m.k-fZ>o 

[00 7 8] tH#& 1 7 |C|Btt09«iK4K#», 

LTia < it «a**a * *bfcsi 3 <ommteimKm<om 
^^y^-rfprtsttfcy^ ssrjB2<oflMBffl!aai«fc« 

It $ *vr V I? 3 coi»««ta^BroiaS'J#^«riaS'J#^- 

40 a»«o»«^f i y7 p fc*jv^r»tt**i/fcy^ hSrftfflr 

-rs§:ff ^x^^i, ait xTyyx&m ztiizv * v 
Km $ nx ^ 5 £ > lEtt^. x s/ ^xmm z titz. 
mm^—y^<vffimm*k&HM~Fz>&.®t*irry 

[0079] 1 tee*©w««ya§£fi» 1**^4 

50 ff(^t5U>Tli, ftotWffilSBoH, SMSafcfib* 
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lt*3 < -<^mmm^$nrz.m 1 <r>mmtimmw.o>f& 
ami (Dffim&mmm i^mm £ n 5 . 

[0 0 8 0] «3}i«6 ti|2«cCO« ^a^E, nt#js 1 

[0 0 8 1] »5ffS 1 5 {^dML^m^M^^-y-^, m 

ft ^t^frtfcy* h{^^ttTVNS^SiJS-^-i:, 
^(c*r^ Lt« 13 wtt^SilEJ-Bt-^fb^— fit 
[0 0 8 2] 

[0083] is^jg 1 (die^^tt^a^Bti, torot* 

^Zivt'Wi l <att *te9j£aram4**asfe3:h<ft: y * 

y;*hffr&g|5l 11) i, #Hfc^»K:±0f&*<**i,fcy 
flb®1fttt^£K<Z>5fe« fg 1 ©If $8*Q.Si£fi 

£W?>$r 2 coffl^^a^Bt-sw-rstitt^ Mi 

lairoiUff^l l 2) 

[0 0 8 4] m&m2\zmm<Dtnmt&mmwte, ffr*± 

0 1 <£>EEPR0M 1 3 4 ) 
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y * bfcCsnTv^BWJ***. lafi^ikfcioiBii 

(08*Ji, 05^ry/S2O7) J*«*& 

10 [0 0 8 6] ft *B 8 fcffi«<DW y * h 

/S 2 0 5) t&WWt-TSo 

[0087] m#«9i2:ett^wff«b93ssa, 

(0J;ifi, as^fy^S 2 0 9) SrSfeJJUB;!*;: 

20 [ o o 8 s ] m i *3sin«:iajB bfcWfttoav^T 1 

^3SB<^»B'J#^S3a«Snfcy * h (revocation 1 
ist : y^>— ^ 3 y]J7h) &fft$^5 y afrir— 

>-y^ hffcMfBi 1 1 y^-vayy^h^s 

1 1 liniOf^figSttfcy^— S^a^y^. hSrT>-r 
^1 l-3Sr^UTasm-*ai««B5 1 l 2iicJ:0«j«S 

30 [0 0 8 9] V tftr—i/a ^V* hfcf&1$l 1 1 Bf 

^^^g^f^BtJS^ (device_ID) ^^FiESB^d 
evice_IDi: LTfebfcy ^ h (KT, il^-Vayy 
^ h (revocation list) ^rf^^-t~6 0 * 

fc, y tf>T—ism is}) * hfPf&1$l 1 1 y^>-v 
a yy ^ hSrf^fiKUfct^sifa-fe^^ 1 1 OT'fc^r 

40 h£Stf&ofc£eB(-*5^T, -tcoy^^r— V3>-y^ 

3 yy7hMaii l i^J:9f^j*$*tfcy3K^r— >a 
^y^h^:, 7y7tll3^UHIt§ 0 ?fc*5, 
r<Z>^>f ^JXL«, 1 ^^^-«©«ffl«J*fc 

[0 0 9 0] fSi?^ 1 1 0^e>3lffi £ tlit}) tf^r — 
^ayy^Mt «9x.fiflffMl 2 O^bt, fdi^B 
50 (Vn*0«^ y=-^^Sff^Bl 3 0) i^mmistb 




(1 
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<5 0 

[00 9 1] 7*~*Sfri£S:{f3£B 130^ 1394-f is 9 
7^ — X 13 8 £^LT1394/-<;* 1 1 
£o ^3.-^1 3 2te, T^r^l 3 1 ^IT, 1f3g 
irv^ l l Od^ffll 2 OSr^LTSIff V 
— is a >]j ^ h£^{f U CPU1 3 3^ttJ*i-5 J: 5 
&£*VC^<5 0 CPU1 3 3f*, R0M1 3 6 KHElt* tvTV^ 
S^P^5^J^oT#a<^«!f3ffiS:||fTU RAMI 3 7 
H\ CPU1 3 3^^co^^HtT-r^_h^*5^T^ 

^ (HDD) 1 3 5«\ 7*— ^Sfctt^n^^ftifSrlB 
fttfcttffttSi 5 J: 5t-*£*vc^5 e EE 

promi 3 4tt. *«^>saa^-7StiBift-rsi^i!«>*>s 

[0 0 9 2] &*5, dvd^u— iri> y -Tvi^ 

f*. (Hi 0\z.?]kVtim&bmWkh £*xTi^5 0 
[0 0 9 3] 1394/^ 1 U^g|)BcSttXVv5# 20 

3£fiK:tt\ *ix-?ix^H^r<z>»B«#-9-"e*>Sdevice_ID 
(08*.^ node_unique_ID) ffi-S-jLbtiX^&o 

7*— **fe§lgff3£Bl 3 0. DVD^U- 

•Tri, yt/^yt°a- * 2. ^fcra^astTV* 
^3#<£>, ffi©S6BW^-**i£S«i-« 

iffiM?-*-*) fcJ\ 1394/^1 l Sr^LTS $>^SgjRSn 
T^5»fi (Jltefftcm ^*<irfc— ft, J r—9(D& 
i££fTotfit@#<£>3£g) ^device_IDdS|a*tLSBJ5'J# 30 
-^7^ — (connected device_ID table : U^Tn CDTi: 

(Witf, ^**j£gffi«B.*>»£\ EEPROM 13 4 

[0 0 9 4] H8S:#H8UT 

v\) Srfi^BKJ-, tB*K«^deviceJDSrA#L, 
&amz.1iah-r&Zb& , V$Z> 0 ^tt, #j£g{f$eB 40 

ft, ffi#<WOdevice_IDSrflfcBbfcft 

[0 0 9 5] -7= — ?1&m%:i§ 3£fi 130H 1394^* 1 
1 ^SSttS*LTV^5^tbe>^36K^>device_ID*fctt 

«-^S:ff^B^>CDT^^$ttTV^^ff^^, mj£<D? 




20 

94^* 1 1 \cmfrt£mm&&M&tz.temm£titi^ t& 

tt, BK*tofcif«S:i4>g#<^CDT^Si!*i"5 (*ffc 

[0 0 9 6] B2I1 CDT<^«/£W£*tia^&5o - 
4>0Jt::*3VvT\ 7K^l7iSni:tt, 1394/^1 1 £r 
^bT^$^TV^5^^device_ID^, ^FZEJSE^d 
evice_ID ( ]) stf-jr— i > 3 ^JJ ^ hMffiSih/T^Sdevice 
_ID) TfcS^S^Sr^i"^^^ (revocate^^^) t 

^^3<^device_IDA7^device_IDC{^ 7 

, wiaiirMssnrv^s) 0 r 

tV^^device_IDA7iMdevice_IDC^*f/Si"5SH^, 

[0 0 9 7] *J*i£g«iStl 3 0 (*&fc«&0>ji6 
S«Sfi) fc\ ^^^^^^TV^5device_ID (i~ 
^FlEgg^m-r5device_ID) fttiHT K 

6 ^»i|ft*nrv^Sdevice_IDFt^lSi-6aeBdS5FiE 

^sftJnSjxfct^ f-^»Mfflii 3 o^cpu 

13 3lt !El4i^i-J:9(-, T K^^6i^*ft$tbT 
V^fcdevice_IDFSr, 7 K^4i^i^-f 6 t H 

7K^4i7 Kl^^5^»i(ft*ixTV^device_I 
DE^device_IDF^r, -^tVPtbT Kl/7 5^7K^6 

[0 0 9 8] **3, CDTttm n<B (Wx.n 100 
« (OJSB (device_IDi:^^>r) Sr»#it5rt^ 

T, #^E^device_ID*/cfiCDT^rW^f SflM 

(V^Oi^, — ^ttaiSfSKfil 3 0) (DCDUZ 
^ n te^_h<^device_ID i V 9 ^^rf&iWi"^ ii^T? 

[0 0 9 9] 0iJx.fi, V^^ > 1 0 0ffl©3gBS:*ilft^S 

^9^ s {tJP*i^Tv^s«B35^ ^rv^^co 
TK^lO 0 ^7^f^p^ttTV^^V^3SB 

*v^t^^e>lllI^»ilft^i^Tv^5^ > ©^:■t*5o ^Jx. 

5tB*3£B^device_lDS:A*L, raxSrjBrfcfcfl B i: 




}H*U T 1 2 753§T l o OKftiWSjJxT 

v S S: 1 ofoft 9 ±*f S (-t ii^PttT K^U 
»19 9C»it5) o *tt, *tbfcJ:9ffiv^TK 

[0 10 0] 09jU*. r (7)CDT^r^o^E^ N $f 

fcftysK^r— h*SttSt9> -?;<Z> ^device 
_IDSrCDT^»Jtt"t-5#^, 7K^1 1 <Z>«B «r?Pi* L 
T\ yajf^— Vs^y* h<Z>device_IDSr % 7 

[0 10 1] rcDCDT^ 7 9^Sf<t*P£;h/C 

e^*W*TfTofc*B#36a<^device_lD-C*>S t 
-5:*tttCDT^»iWL*v\ 
[0 10 2] ^(^ v El5^^n— ^ — h^iLT, 

201 ics^r, ^ai?>-^ 1 1 ooy#^>3 

figSPl 1 lte, ^PE3£««>device_IDS:*'l^fcy#^r— 
^3^1)7 h&ffrftU JRV^T, ^r^^S 2 0 2 i£*5 

ffJPi-So x-r^^S 2 0 3t\ i£ffSlSl 1 2*2, BfJ£ 

o^>r f- y^T\ y^>-v- 3 vffr&ai i i t-i «9 

«Six^y#^:>3X3^KS:, 7^113^ 

[0 10 3] *LT, ^T^/S 2 0 4 ^£5V^T, 
^^Sff^Bl 3 0<D^zr—r\ 3 2*3\ flSMl 2 0 

13 1 &r;^LT§:ff1~£o CPU1 3 3 tt, ^f^/S 2 

a >-y * hKHtoi$nx\<^w&& > <gmt-isfii i o 

Ttt, flty^ l l o^&JSfrSttfc^lMi 

t &X% Zh^t 

[0 10 4] 7f^/S 2 0 5(^^t, y^-Va 

>-y x h^^&^rw^ (i-ftt>*>, a^ds^a 

-fc^l 10OtOTtt4V^) £¥UJ£S*x;fc:*£\ CPU 
13 3lt X-r^y^S 2 0 6^*5V^Ty #4r— v'a >^y 

;*\ ^r^/s 2 o 5^#^t, y#^gyy^h 
3ftSjEa*t>^-CS>S *B39S«a-fe^i l 

0£>>b<£>-e&£) £4SJj£$;ft,fc4§£\ ^f^//S20 7 

^ii*., cpu i 3 3 «\ y TS-jr— ■ ^3 yy x h^icias 

*bT V ^ 5 ^FiE3gB^>device_ID t . CDT t f I( ^>device_ID 
Zitm-tZo CPU1 3 3 «\ ^fy^S 2 0 8ii*3V^ 
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T\ CDT^t^ y^-Jr — V3 ^y X bJrfHStbTV^Sdev 
iceJDt*&i-Sdevice„ID^#ffii-5^Sd*S:*IJ^ 
U ^t*5device_ID^CDT^{Cl#^EL^V^fiJ^L^i 
»£\ *LS«r»T-*-5o 
[0 10 5] s/yS 2 0 8i^T, y/K>r— >3 

^y J* McfB£;frTV>£device_IDi:^grf £>device_ID 

9{£ij|^ CPU1 3 3tt, Cm^COMft-ir^device_ID\^ 
7 7jr&Httl~tZ>o 3RV^T. CPUl 3 3*3, X^^S 
10 2 1 0 fd&l^T. 1394>T l/#7^ — X 1 3 8 £r*J#P L 
T, CDT«t><Z), 7 9^Sft^PSi^TV^5deviceJDS^,' y 
> axyxhirtfci^ 1394/<X l l ttg 

[0 10 6] ^^gffgfttv ^fjx^S 2 11 M*3V> 
T\ r-^ttMff£il 3 0<35 7 9^Sf+AD.Sixfcde 
vice_IDt y ^-ir — v-3 Vy ^ h*^ff L. ^T^/S 
2 1 2^*5V^T. Sft L^y^>-i/3^y X h^IE^ 
*t>^^?*>5^5^S:*J^i-5o- ^fj/^S 2 1 2^*5 

v^r, y sx 3 vyx ^ttiES* l ^>^'T?tt*v^ (i- 
20 &fo*>, S**f l l ootot?ii4H tm 

fc^nt-m-er, ^r^^s2i3m^ ^oy^> 

[0 10 7] 7f^7 P S2 1 2(^1/^ yTK^r— is a 

2 i 4fc«*, smufcy 

i/ayy^F id*tlS It, -tjx-^tt©CDTO.rt*S:5E»f 
-TS (Sft/£"r$device_ID^^5^Srft*Pi"S) o 
[0108] J^Jtco^Lat" J: 9 , 1394^^ 1 1 {^S?tt$ 

nx^&±x<Dm&ismw<z>cDT7bK fs^y^ no 

[0 10 9] ^±^r^*x.fe±-r, BI7^#ML 

3&s*>ofc»fr^, DVD^w-ir i©fti*R5Bt5o * 
f, 7fiy^S3 0 1|;:fcVT, dvd^u— yi^. ^ 

1 y^/V^^t 0 ^— ^ 2C0device_ID^rA^ 

40 t5- ir^*5o ^f5/7 P S 3 0 2m^ > y^- 
;l/nyt^-^ 2C9device_ID^ N g ^^CDT^T^ 7 
9 ^dSf+JD S ttT V n 5 device & S d*®d^S*J^ * 
ix. y^/t^^fc 0 ^— ^ 2 c^)device_ID^^ CDT4 3 "C 

^y/S 3 0 3t;:*3V^ dvdp^u— titt, s<—y 
[oiio] ^r^/s 3 o 2(e:^oV^r, y^/u=i 

ytV-^ 2(Ddevice_IDfi, CDT^t?^ 7 ^Mt^P S tb 
50 rv^St^ , ^tt*v^^^^R]3es^^/S:»^ ^r^/S3 0 
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4 Kilt*. DVDyV— t 1 tt N /N°-yt;i/nye°a^^ 

[0111] **r*y?S 3 0 5 i^^oi/^T, y-t;v-i 

/S 3 0 6i:I^ N DVD^U— /^Vt^^y 
tfa.— ^ 2 00device_ID^rCDT(Clig^p-r^ o rfbi^J: 
-T^^Sd^ff^M 13 0^ DVD^U— 1 <Dcm&ffi 

— ^2) <£>device_ID£rA3^t~6r ^T#^^"C, 

y ^/u 3 >- t° =l — ^ 2 ^s?FiES«"C h&^t t>m9l 

Lfc»fr, 1394^^1 l^^:«aKES^tTv^««.as^«a^« 

[0112] «Jb^)J:5>ic:br, #i36S«3S«tt, fl 
-fev^ 1 1 o^fe*«*ttfcy aR^r— >-a >-y ^ M£» 

[oii3i H8it ia 7<£>;*xs>y (> s 301 -eHf?£ 

<Dm\Z-jo\,^TU, y— ^ t bT^DVD^U— *V 1 COEEPRO 
M2 7fZlfcJ\ tr** — (service_key) ihashM®: 

(F, G, h) a3^feE«£jh,Ti^ 0 — Vi^i: 

U^yt/^ytV^2(t ^Odevice.ID (I 
D) , (license Jkey) N *5«fct^ hashH 

3& (G, H) EEPR0M5 0J^ffi«1fiJJ:ffifiFLTV^-5o 
*i% ^fy^Sl 1 ld^T, /N°-yt/v=iytv 

— #2«, asscNbSr^rso tut, ^f^si 

12te*3^T\ 1394-f y^y^ — ^4 9 WaiLt, £ 
fiJcbfca«Nb ttfc^BESf*S: 1394^*1 l£r^b 

[0 1 14] DVD^U— Y 1 tt\ XTy^S 113 (d*5 
^T. r<Z>S5|iE!f*ta«NbSrSff"r5o tfcKDVD:/ 

iri^ ^f^/s i i 4{^^r, y^/^=> 

— ^ 2i^^fbT- : eodevice_ID^rS^-r^ 0 
y^/Urn^t 0 ^ — ^ 2tt, ^fix/Sl 1 5C»V^ 

device_iD<^i5*SrSfBb,.-€:^*r^i: LT, ^Tv? 
S 1 1 6ld*5^-C\ EEPR0M5 0 i^I2^£;h,TV ^device 
_ID«r«E*WU -tttSrDVD^U— YlfciS«-rSo ^ 
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[0115] dvd:7V— ir i te, ^-7"^y°s 117 k*3 

l^T, ^-yt/^yeV-^ 2a>k2Hf Stbfcdevice 
_ID*gff U ^f^7°S 1 1 SKfcV^T, Hk^X^ir 
If** — (Kser) £r*Si1-£hash(H$:F 
a«bfcIDSraiffli"5^i:teJ;0, ^-^Kv&ay* 
i~&o &*5* keyedhashAl (A 2, A3) W\ A2^ 
«fc^5hashBI«Alt;i. A3S:igffli-^r t^tt 

10 Kv = keyedhashF (Kser, ID) 

[0 116] DVDy°U— ^ 1 KJ\ ^x^y°s 1 1 

9T% a«Na Sr£dcU ^X^S 12 0T\ a$:N 

a y^a^tra— ^ 2 idi^m-r^o ^Vt/l' 

^ytV-^2lt ^f^/S 1 2 1 TMNa Srgff 
U ^^^8 12 21^^ 5 y 

-Tir>-^^— Klic^r|i^-t-ShashM»H(^. atNai 
aftNbSrafebfcf*-* (NallNb) SriSffl-r^diri- 

R=keyedhashH (Klic, Na || Nb) 

20 [0117] -tbr, y^-/v^^e 0 zx — ^ 2tt, ^ 

T^y/Sl 2 3t^V^, ^JE&bfc^— ^R^DVDy 0 !/ 

— 1 i-i^ff i~5 0 dvd^ix— iritt. ^f?//s 1 2 

4T% t^— ^R^rSffb, 7Ty7°S12 5(^V>t, 

^^ys 1 1 s^snfcf- ^Kv^gs^r -rehash 

MWcHlzmfeT — f (Na||Nb) S:igjSbT#e>ax^:«: 
[0 118] ^X^y°l 2 5fc*5V^, W#3S5^b< ft 

30 — ^ 2f^aiEfttot^j^:^tb^) 0 — ;£\ 

12 5m^ i^#^s«bv^^:!pJ3eSi^f^:«^ ^ 
iy^S 12 6 fcii*, DVDy 0 ^-^ 1 tt, ^id^J: 
9i-> T^-^Kv^git-r^hashM^CG^il^-^ (Na 
II Nb) ^jgffli-^r^i^ J: 19. «Kab«r£j£i-5 0 
Kab = keyedhashG (Kv, Na || Nb) 
[0 119] ft*>, Cc^glKabfi, DVDy°l^ — Y 1 

yt/^ye o a-^ 2 03WT?— NFW^fflv^fei^s«-e& 
5o y-^i: bT^Dvo^u— ti A-y 

^/i^^^t 0 ^— ^ 2(?>ffli^*»^ bT5ta^7=V^^ 

40 mm3dmm£thx\<^m&. dvd^u— ti t3tss« 

[0120] ^r^7°S 1 2 7 (r^ol^T, DVDy* 

b, ^x^y°S 1 2 8(e:^6V^T, ©Kab^rfflV^TiiKc^: 

*^fctr, (rtP*fb» x^t^o 

i"ftto*>, *S:dSSiWS*tSo ft*3^ Enc (Bl, B 
2) fe\ BlSrHirbT, B 2^Pf-^>fb-r^^^^^b 

50 X=Enc (Kab, Kc) 
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[0121] -^LT, DVD^U— -V 1 tt. XTy7S 1 
2 9te*5l^"t\ fif^Ht^— ^XSr^— y^A^ yt°a- 

Vfc°rL — ^ 2f3\ DVD:7V— if 1 SttfcBff 

^r-^X^Sfft, ^r^/S 1 3 1T% ^-Tiry 
^^-KlicSrflltf 5hashB8»G^, igjfS?*— * (Na || 
Nb) &mm-t&^b\zi:9, IBC'abSr^-rSo 

K'ab = keyedhashG (Klic, Na || Nb) 

[0122] ^Lt, ^^^y°s 131 te^v^r. 

&rffi^T7= — ^X£r^-S§-LT, 3lKc£:^6 0 >fe*3, Dec 
(CI, C2) tt, ClSr«£LT, C2Sr«-S§-t-5£ 

Kc=Dec (K'ab, X) 
[0 12 3] ^tHC£V, 0J*.tf, fZ/# tisxcomw 

[0 12 4] ttt, DVDy'V— i <£>y x — J*V^T 
2 0f3, **rv?S 12 1 te*5V^. SL«N'aSr£/£ 

U ^7^s/ y°s i 3 3te*sv^. aSN'a^yt/v 
^ytv-^ 2tei£{f-r5 0 y^A^^t^*— * 2 

(O^^fiz is — is^r 6 2f3\ ^7 5/^3 13 4^ 

ftSfcN'aSrgff-TSo ^tt, DVDy°U— ^ 1 <07 r~ J* 
!>xT20 ^A 0 -yt/l/nytV-^ 2 (£>7^f ir V;*^ 

y°S 1 3 6K*5V^ lttc£a^a&fflV^&**« 

^T£r£teJ;«9, t h\Z±yi/a >-*—sk&'&Z>o 
sk=keyedhashH (Kc, N* a) 
[0 12 5] **3, ir^^a^— V 

gte^2v£j£ff U ^Jh^Jh^SKtefcl^T. ^<omtz. 

[0126] £ ^"C, KJiOSQia-Ctt. *2Sff£i 

3£fitee2S1-£ J; 5 tefcStbTv^sas. y #-Jr— s^a ^ 

(1) fit^no^ y^>— >3^y^h^r 

Sffgi 1 3 0**>1?3l3£«fcJ:, WSi?:/^ 1 1 0j*>b 

v > 5 <fi(DiSS«*« fceafe-r 5 J: o tei~ £ o 

( 2 ) ^-^sfcasgfsaeK i 3 o m<ammmw)&. f 
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[0 12 7] &*5. ±iE<O#«C0*B*S:3lfif'f 

9^*fc«y ^>-v-3 >y ^ m*. ^ CD 

10 CTrt«8i-5RAM^- KrV ^ ^ «teffi« LT#J/B * 
[0 12 8] 

l$&w<o$hm w±co$p<. ti*js 1 teie*?Hf ««yffi 

Hfcy^h^r, teofiMBttfaffiSa^^fe, *i 

device_ID^r, ffiC03£«{2:*P r 5 0 

[0 12 9] fflr^6^|Btt^>ttF««L9SS. 1(1**1 

3 je:iB*fc©«a«L«^Jfe, *3 1 4 (ci|S«<D# 

[0 13 0] 5^fB*^t*^3®^^^ N ff 

**i 6fciB*«>*««aa*jfe," *5 j: tws**i 7 tee 

«8»J#*«r*bfcy^hS:f^fiRU, ^Sttfcy^hS: 
40 S-^^rf^BiJ§-^^-^/V^ LTfB« U S 1 ^If^AQfS 

K«*»e>aHft**tfcy^ hS:g«u Sfis^fcy^h 

S^ir^rlt^L. ^^it^mte^LT, ^3c^ff^ 

saaasBteflf-^tT*— ^ steaii-s <t 5 1- Lfc^-c,. © 

«mte^« U*J < Lfc3S«te» LTr 

— #<oeJ^S:fTt>*v^J:5teU £9&£mi:mz>ZLb 

[ta i ] *«w*igffl ufeiswaa^^^^^flifieflrjs: 

50 Tj^-r^t 2 s/^H-CfcSo 
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[0 2] CDT^fflfricWSr^i-HT&So 

[0 3] El 2 <35CDTi^*f*©device_IDd5iiJP Stbfcfll^ 

[H4i cdt(ot K^Sry— h-rsjflfasrMM-rsia 

[0 6] H5^jR<BlT?*>So 

[0 7 1 dvd^w— ir i <Di&mi:WL9l1rZ>7V3~ — 
[0 8] B7^fy/S 3 0 l^BBE«!f3ffiSrlttW"t-S 

[011] B5E«!f«S:RW-t-5iaT?S>So 

[01 2] BEE^fcRM-TS^-Y — h-e* 

So 

[013] node_unique_IDCO^^-— h £:7^-f-0~efc * 
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[014] ffi<DBE&**RW^5*>f S^^*— h 
[015] tt(OBBEfflaSrRWrs^>f %W<3-*t— Y 
[016] ttOBE^aSrKM-i-S^^^^^-r- h 

[017] m><Dmm^m&mm'tz>?'{ ^>y^-^-y 

10 [018] BfiP#ffc»aSrRM"t*S^n5/^|g-x?fc5 0 

1 DVD^l— -Y, 2 ^-yt/V^ytV-^, 

3 «^fV^^gf, 1 1 1394/^^, 110 

flty^, i i i y^-i/ayy^M^* 

ffi, 112 ^a.—^, 113 T^^^- f 1 2 

o ^rm, 130 -7=— fj&m&mmm, m 

T^X^, 13 2 ^a.—^, 1 3 3 CPU, 1 3 

4 EEPR0M, 13 5 ^n— Kt*^:*^, 13 6 R0 
M, 13 7 RAM, 1 3 8 1394^^^^^—^, 

20 1 3 9 faffi>s<X 



[0 1] 



120 9rM 



113 7 



V 



^revocation list 

131 -F>5-f 

130^-$rSca&Slf»« 



revocation 




1 


list 










1 


ill 




11' 2 



110W£-b>* 



132HTZ^S<=> 
133- H CPU 



134 H£EPR5m1 <^=» 
135 H HDD~k ^ 



ROM M 36 



RAMM 37 
-139 WSB/** 
£ ^1394L/fK -13S 







Tt/t'y'3> 









DVD 




7I/-V 





11 1394AX 



[0 13] 

Noda_Unique_JD 

<- 8/« h *■ 

08 : 00 I 46 ; XX ; XX ; XX ; XX ! XX 





device_iD 


revocate 


1 


A 


x 


2 


B 


X 


3 


C 


X 


4 


D 




5 


E 




6 






n 
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#HB¥l 1 - 
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device JD 


revocate 77^ 


1 


A 


X 
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X 


3 


C 


X 
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5 
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x (mm) 
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7KI/X 


device JD 


revocate ~7-?? 


1 


A 


X 


2 


B 


X 


3 


C 


X 


4 


F 


X 


5 


D 




6 


E 




n 







[05] 



S201 



S202 



, 1 



I » a -^ia2ttur»^/3>tf^taiK-r» "I s204 



S205 



S207 



CPU133I*. </r*-5^JAh*0>devtoe_IDfc 
CDT*<Ddevlce_ID 



CPU133I*. 



4 S208 





YES 


device IDC y =y V fcttttJ-f 3 






CPU133tts 77?tfttm*HT\.*& 



S209 



S210 



I 
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[06] 



[137] 



1 



»B9AI«t** -J^Vi* I s211 
ttfinSnfcdwIceJDfc 



I 



S212 



S214 



9213 



( DVDru-i'1(0fegX»- h j 



NO 



S3Q4 



S3D2 

P? \yes 



S303 



S3 05 



YES 



r^*^^Xd:*a-»2g>dovto&_IP^CDTC^fll-r& 



[08] 



EEPROM 



<DVD7U--tM) 
Bounce 



EEPROM ! 



sink 



servtoe-Key & hash(F t G,H) | 



7 7*8113 
*:Fv7*S114 



^■r vZT Si 18 Kv-Keyedhash F(Kser,ID) 



ID & lteense_key & hash(G.H) 



ID 



flfg Na 



a v ~? S125 R-Keyedhesh H(Kv.Na 1 1 Nb) ^JStJfcfr &S$T 
^t-v7S126 Kab-Keyadhash G(Kv,Na 1 1 Nb) 

XrvZrSiZB X=Enc(Kab.Kc) 

^•r-y^S129| 



* 5^ 7 Si 32 N'a&J& 



2Z'7"y 7 S133 



N'e 



J* 7^78135 fik-Koye ihash H(Kc.N' a) 



7t^S111 Nb£j£ 
^x-yy S112 

X? 7^8116 



Xxy^3122 

R-Keyedhash H(Klfc.Na 1 1 Nb) 



K* ab-Keyedhash G(KUc,Ma ] | Nb) 
^7-1*^8131 
Kc-Dec(K* abtX) 
X5^76134 

sK=Keyedhas*i H(Kc.N" a) 



[09] 



11 1394/<^ 



DVD 
* 



# 



(18) 



1-205305 



1 0] 



J 



49 

J. 



C== Hl394iXF] c=> C=S [ CPU | 



50 



|EEPROM| c=& 



41 

Jl 



44 



g= )ROM| 

A2 
RAM I 

43 

-51 rtS5/<X (PCI) 



I/F 



HDD K 47 
&3§<g-K| -48 



-11 1394/C* 



36 



S |l394L/'Fr ^=3 C^H CPU h 31 
RAM jC=3 C= j ROM h 32 



EH 



34 

C=fi lEEPROM} -37 



h3 



Q|13941/FE 



23 H RAM | 
25 -H Ky<^> 



28 rtSBX;* 
CPU h 21 
ROM h-22 
24 



« fIi=PROM} -27 



-1 DVD?V~* 



[Hill 



source (CE) 1 2 sink (PC) 





—) 

T- 


26 




7*" 

j 


[ 














| Dec(S) 


-61 
77'J*-*a>tt 


20 

-i jSs, 










62 






Enc < S+l ) 












* 1 Si* 

i f* 
























p\ Dec(l) 


-49 




















• ©IE 
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[0121 



(DVD7U— VI) 
source 



EEPROM 27-^ ssrv)ce_key & hash 



sink 



ID 



7S5 (k - hashQD || servtee_key) 
^x^^S7 e-Enc(ik.sk) 



ID & llcenseJcey —EEPROM 50 



ek' = Dec (license-key, e) 



[Ell 4] 



(DVDru--V1) J 
source f 

| service_kBy & hash 



EEPROM 27 

{it— V*-JH3>fcfa- 



Blnkl 



■*2) 



sink2 



|lD1 & I(cense_key1 k |lD2 & lfcBnse.Jcey2 
I ^-EEPROM 50l > 



ID1 



X7^ysi5 Ik1 - hash (ID1 1 1 servlce_key) 

XT? 7sie sk&£ 

*-r?7S17 e1 = Enc<fc1 ( sk) 

*yy:f siah fil 



Xx-y^SJZO 
ID|£M£ sk 1 ' = Dec fltoenseJceyl , e1 ) 



^T7^825 tk2"> hash 0D2 1 1 service Jcey) 
*xy7 p S2e e2 = Eric 0k2.sk) 
*f^;fS27| 



ID2 



92 



EEPROM 37 



Xt-v? S29 

sk2* ~ Dec (Dcense_key2, e2) 



[Hi 1 5] 



V 

[Bervlce_Jtey & hash 



(DVDTU— \M) 
source 



EEPROM 27 



slnkl 



7 S41 LV-_v.V-.V.v 



848 

* 5^ v 7 S47 



roi&_lteense_ksy1 



ID®* 



JBL 



^t" v 7848 Del - hash UD1 || aervfoe_key) 
v 7 S49 Ik2 - hash (ID2 || aerv1ce__key) 
^ -rv 7850 ek£# 
* ? v 7 S51 el - Enc (hi, ak) 
*^v7S52 e2 - Enc (lk2, ak) 
^-Fy 7S53 e- ID1 || el || ID2 || e2 
Xtv1T$&a\~ e 



sink2 

|1D2 & Itoense_key2 1 



EEPROM 50 



*f v7S42 



ID2 



^r;^ S57 

ek1 ' = Dec (lk»nse_Jcey1, e1 ) 



T 

EEPROM 37 
7 643 
*7^7S45 



v7S56 



sk2* » Dec (I3cense_key2, e2) 
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[016] 



(DVD7U-*1) 
source 



sink 



EE PROM 27^ | servtce_key, tosh, servlceLjD | 



ID & license_key 1,2,3 -EEPROM50 



_ID!g2t, servfoe_JD 



ID 



Xt-v7S&5 lk° hashOD || safvicejcey) 
Xxv?" S87 e = Enc (Ik. ek) 



*x y y S82 



7S89 



sk' = Dec Oicense_key, e) 



[@17] 



(DVDru— V1) 
source 

EEPROM 27 -| service_key, tosh, pHNQ [ 



*ry^S101 



ID£# 



ID 



sink 

ID, LK, LK* , G, pRNG | — EEPROM 50 



;t??ysi05 H - hash (ID II servtca_key) 
^t 1 ? 7S107 e = sk (+) pRNG (H) 



pRNG : pseudo random 

generator 
Q : confusion function 
G"-1 : Inverse function 

of G 
(+) : bitwise xor 



sk , -e(+) Q(UC> C+) pRNQ (LK) 



[HI 8] 



source (CE) 



sink (CE) 




sink (PC) 



i — & 



62 

1 



61 



Dec(S) 



3 



— tQsi 



Ss 



49 



Dec(i) 
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